
Global firms are recognizing that the 

anti-fraud profession is an important 
component of risk measurement and 
avoidance. The analysis below 
illustrates how recent risk-based 
management control systems are 
hastening the development of 
specialized anti-fraud agents. It is 

evident that the increased public 
appetite for transparency and enhanced 
accountability has also spurred rapid 
developments in the anti-fraud 
discipline.
     George, the new CEO of a medium-
sized manufacturer, wasn't sure he 
needed two fraud examiners on staff. 
Hadn't the internal audit department 
sufficiently protected the firm against 
risk in the past? But then his auditors 
discovered irregularities in the 
procurement department and the fraud 
examiners were called in. They 
eventually found that David, the 
acquisitions manager, had been building 
his stable of loyal vendors for years by 
soliciting kickbacks.
     George was sold. He hired two 
additional fraud examiners to work with 
internal audit to detect and deter fraud. 
As a result, two fraud examiners 
successfully conducted an investigation 
of an internal kickback case.1

     The case is fictitious, but it's 
indicative of many firms around the 
globe that are recognizing that the 
emerging anti-fraud profession is 
integral to measuring and avoiding risk. 
After management has its "anti-fraud 
epiphany," it can devise its strategies. 
Here we'll describe the changing roles 

and functions of anti-fraud 
professionals and how they can work 
together with internal audit departments 
and management.

Major Dynamics in the Field

     In the early part of the 20th century, 
work related to anti-fraud activities 
(awareness, prevention, detection, and 
examination) was entrusted to audit 
professionals. Auditors, with their vast 
accounting knowledge, took jobs in the 
field of suspected or attempted 
organizational fraud cases. The fraud 
risk (the conditions that can allow fraud 
to occur) was mitigated by the use of an 
auditor's knowledge.
      The 21st century has brought two 
major changes. First, fraudsters are 
becoming more sophisticated and, 
therefore, harder to beat. Second, a new 
breed of specialized professionals in the 
field of fraud examination is emerging. 
Many are realizing that pure knowledge 
of accounting isn't sufficient to 
thoroughly address fraud-related 
problems.
     Recent risk-based management 
control systems are hastening the 
development of specialized anti-fraud 
agents. In this issue and the
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next, we'll review the risk management 
cycle, the fraud risk, and functions of 
anti-fraud professionals and explain 
why they're in such demand.

 

Risk Management Cycle

An organization conducts a risk 
management cycle1 (shown in Figure 1) 
by:

1. Identifying risk areas;
2. Understanding and assessing 

scale of risk;
3. Developing risk management 

strategy;
4. Implementing strategy and 

allocating responsibility;
5. Implementing and monitoring 

implementation of controls; 
and

6. Establishing risk management 
group and goals

Enterprise Risk Management

The risk management cycle is best 
examined by using the 2004 Enterprise 
Risk Management (ERM) Framework 
produced by the Committee of 
Sponsoring Organizations of the 
Treadway Commission. According to its 
main document, "Enterprise Risk 
Management - Integrated Framework," 
Enterprise Risk Management is:

!  A process, ongoing and flowing 
through an entity;

!  Effected by people at every level of 
an organization;

!  Applied in strategy setting;
!  Applied across the enterprise, at 

every level and unit, and includes 
taking an entity-level portfolio view 
of risk (consideration or interrelated 
risks at the organization level);

!  Designed to identify potential events 
that, if they occur, will affect the 
entity and to manage risk within its 
risk appetite (the amount of risk an 
organization is willing to absorb to 
attain the objectives it wants);

!  Able to provide reasonable assurance 
to an entity's management and board 
of directors; and

!  Geared to achievement of objectives 
in one or more separate but 
overlapping categories.

     Enterprise Risk Management 
encompasses:
     Aligning risk appetite and strategy: 
Management considers the entity's risk 
appetite in evaluating strategic 
alternatives, setting related objectives, 
and developing mechanisms to manage 
related risks.
     Enhancing risk response decisions: 
Enterprise risk management provides 
the rigor to identify and select among 
alternative risk responses - risk 
avoidance, reduction, sharing, and 
acceptance.

     Reducing operational surprises and 
losses: Entities gain enhanced capability 
to identify potential events, establish 
responses, and reduce surprises and 
associated costs or losses.
     Identifying and managing multiple 
and cross-enterprise risks: Every 
enterprise faces a myriad of risks 
affecting different parts of the 
organization, and enterprise risk 
management facilitates effective 
response to the interrelated impacts and 
integrated responses to these risks.
     Seizing opportunities: By 
considering a full range of potential 
events, management is positioned to 
identify and proactively realize 
opportunities.
     Improving deployment of capital: 
Obtaining robust risk information 
allows management to effectively assess 
overall capital needs and enhance 
capital allocation.
     This enterprise-wide risk 
management framework is geared to 
achieve an entity's objectives, set forth 
in four categories:

1. Strategic: High-level goals, 
aligned with and supporting its 
mission;

2. Operations: Effective and 
efficient use of its resources;

3. Reporting: Reliability of 
reporting; and

4. Compliance: Compliance with 
applicable laws and 
regulations.
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Figure 1: The Risk Management Cycle
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Many firms around the globe are 
having an “anti-fraud epiphany,” 
recognizing that the emerging 
anti-fraud profession is integral 
to measuring and avoiding risk. 

     Finally, Enterprise Risk 

Management consists of eight 
interrelated components. These are 
derived from the ways in which 
management runs an enterprise and are 
integrated with the management 
process:

1. Internal environment: This 
encompasses the tone of an 
organization, and sets the basis 
for how risk is viewed and 
addressed by an entity's 
employers and employees 
including risk management 
philosophy and risk appetite, 
integrity, and ethical values, 
and the environment in which 
they operate.

2. Objective setting: Objectives 
must exist before management 
can identify potential events 
that might affect their 
achievement. Enterprise Risk 
Management ensures that 
management has a process in 
place to set objectives, which 
support and align with the 
entity's mission. These 
objectives must also be 
consistent with the company's 
risk appetite.

3. Event identification: Internal 
and external events that will 
affect the achievement of an 
entity's objectives must be 
identified. Risks and 
opportunities must be 
distinguished. Opportunities 
will be channeled back to 
management's strategy or 
objective-setting processes.

4. Risk assessment: Likelihood 
and impact are used as bases 
for analyzing risk and 
determining how it should be 
managed and assessed 
inherently and residually.

5. Risk response: Management 
selects risk responses - 
avoiding, accepting, reducing, 
or sharing risk - when 
developing a set of actions to 
align risks with the entity's risk 
tolerances and risk appetite.

6. Control activities: Policies and 
procedures are established and 
implemented to help ensure the 
risk responses are effectively 
carried out.

7. Information and 
communication: Relevant 
information is identified, 
captured, and communicated in 
a form and time frame that 

enable people to carry out their 
responsibilities. Effective 
communication flows down, 
across, and up the entity's 
organizational chart.

8. Monitoring: The entirety of 
Enterprise Risk Management is 
monitored and modifications 
are made as necessary. 
Monitoring is accomplished 
through ongoing management 
activities, separate evaluations, 
or both.

Responsibility for Fraud Risk

The fraud position statement of the 
Institute of Internal Auditors UK and 
Ireland widely accepts the risk 
management model of COSO.2 In its 
dynamic version of the ERM 
Framework, the institute states that each 
organization should:

!  Set the tone from the top by having a 
policy that makes it clear that fraud 
won't be tolerated, fraudsters will be 
prosecuted, and the organization is 
committed to preventing and detecting 
fraud;

!  Have a risk management strategy that 
includes fraud risk mitigation 
measures, which are aimed at 
detecting fraud and deterring would-
be fraudsters;

!  Have a fraud response plan that states 
exactly the steps to take if a fraud is 
reported or detected; and

!  Have a continuous program of fraud 
awareness and regular updates and 
training for new and existing staff.

     Thus, fraud is a risk like any other 
confronted by an entity and the entity's 
reaction to a fraud-related issued will be 
shaped by the risk response of that 
entity.
     The primary responsibility for the 
prevention, detection, and investigation 
of fraud rests with management, which 
also has the responsibility to manage 
the risk of fraud. Many entities now 
have dedicated in-house "security" 
functions, which in addition to other 
tasks, manage fraud investigations and 
other fraud-related tasks such as 
awareness or prevention programs. 
     The internal audit department must 
assist in managing the fraud risk 
function and work with fraud 
examiners. Once the anti-fraud 
profession reaches its cruising altitude, 
an internal auditor's fraud-related tasks 
will likely change from fraud 

examination to the appraisal of anti-
fraud processes.   

Chief Risk Officer

In a perfect corporate world, a chief risk 
officer (CRO) or other anti-fraud 
professional would assist management 
in managing, controlling, reporting, and 
taking action on the risk of fraud by:

!  Establishing programs to increase 
awareness about fraud;

!  Devising processes to deter and 
detect fraud;

!  Applying adequate controls to 
prevent fraud;

!  Leading fraud investigations;
!  Overseeing investigations conducted 

by specialists on their behalf;
!  Dealing effectively with issues raised 

by staff (including taking appropriate 
action to deal with reported or 
suspected fraudulent activity); and

!  Involving the police when necessary.

Audit and Fraud Examination

Under COSO's Enterprise Risk 
Management Framework, internal 
auditors have no responsibility for 
detecting fraud and investigating cases, 
but are required to provide independent 
assurance on the effectiveness of the 
processes put in place by management 
to manage the risk of fraud. Any 
additional activities carried out by 
internal auditors should be in the 
context of, and not prejudicial to, this 
primary role. Internal auditors should: 
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! Investigate the causes of fraud;
!  Review fraud prevention controls and detection processes put 

in place by management;
!  Make recommendations to improve those processes;
!  Advise the audit committee on what, if any, legal advice 

should be sought if a criminal investigation is to proceed;
!  Bring in any special knowledge and skills to assist in fraud 

investigations or leading investigations where appropriate and 
requested by management;

!  Liaise with the investigation team;
!  Respond to whistleblowers;
!  Consider fraud risk in every audit;
!  Have sufficient knowledge to identify the indicators of fraud; 

and
!  Facilitate corporate learning.3

     The differences observed between traditional audit function 
and fraud examination in current applications are shown in 
Figure 2.
     The role of the internal auditor isn't diminished; rather, it is 
shifted to evaluate the controls. The role of the fraud examiner, 
therefore, is to perform all fraud-related tasks except for 
evaluating the systems set and activities performed.
     However, in this evolving role, as stated in the Institute of 
Internal Auditor's Standards for the Professional Practice of 
Internal Auditing, "The internal auditor should have sufficient 
knowledge to identify the indicators of fraud but is not expected 
to have the expertise of a person whose primary responsibility 
is detecting and investigating fraud." Internal auditors evaluate 
fraud risk and internal controls and report on their findings. 
They should work in conjunction with an entity's anti-fraud 
professionals for follow-up to identified fraud risks.
     As stated in the 2002 Management Antifraud Programs and 
Controls Report (issued jointly by the ACFE, AICPA, IIA, 
et.al.), internal auditors should determine if:

!The organizational environment fosters control 
consciousness; 

!  Realistic organizational goals and objectives are set; 
!  Written policies (such as a code of conduct) exist that 

describe prohibited activities and the action required 
whenever violations are discovered;

Issue Auditing Fraud 
Examination

Timing Recurring Nonrecurring

Scope General Specific

Objective Opinion Affix Blame

Relationship Non-

Adversarial

Adversarial

Methodology Audit 

Techniques

Fraud 

Examination 

Techniques

Presumption Professional Proof

   Figure 2: Differences Between Audit and Fraud Examination
(Source: ACFE’s Fraud Examiners Manual, 2008 Edition)

!  Appropriate authorization policies for transactions are 
established and maintained; 

!  Policies, practices, procedures, reports, and other 
mechanisms are developed to monitor activities and safeguard 
assets, particularly in high-risk areas; 

!  Communication channels provide management with adequate 
and reliable information; and 

!  Recommendations need to be made for the establishment or 
enhancement of cost-effective controls to deter fraud. 

Management of Anti-Fraud Programs and Controls

New ways to look at the fraud risk might be explained with the 
help of Figure 3, below.4

   Figure 3: Fraud Risk Management Cycle

     For illustrative purposes, a thorough fraud risk assessment 
might entail assessing the organization, its people, operating 
and reporting controls, physical assets/computer security, and 
special techniques such as brainstorming sessions as described 
in SAS 99. 

Role of the Anti-Fraud Professional
     

Management often asks anti-fraud professionals to perform 
qualitative risk analyses. Here are five standard components: 5

1. Identification of assets to protect: In the internal fraud risk 
assessment, the assets to identify are such items as 
currency, checks, credit, inventory, equipment, etc. 
Prioritize each asset based on its criticality to the entity. 
Depending on the type of business, the list of assets and an 
asset's criticality rating will vary. For example, currency is 
a critical asset to a food market but might not be listed on a 
manufacturing company's critical asset list.

2. Identification of threats to the assets: Threats to the 
financial assets of an organization are the fraud schemes or 
acts perpetrated to steal or abuse those assets. The most 
common internal fraud schemes are cash skimming, cash 
larceny, misappropriation of inventory and equipment, 
check tampering, purchasing and billing, payroll, expense, 
conflicts of interest, corruption, and financial statement 
fraud. 

!
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3. Determination of probability of 

occurrence: Experience has shown 
that determining the probability of 
the occurrence of a loss event is 
more of an art than a science. The 
anti-fraud professional must assess 
the likelihood of fraud in the entity 
based on the internal controls 
environment, the resources to 
address fraud, the management 
support of fraud prevention efforts, 
and the organization's ethical 
standards. He or she must also 
gather all available empirical 
evidence of organization fraud such 
as prior reports of fraud incidents, 
unexplained losses, previous audit 
findings, and customer or vendor 
complaints. In addition, the 
professional must gather 
information available from other 
organizations of similar size and 
industry about losses from internal 
fraud, as well as research 
information from fraud surveys.

4. Determination of impact of loss: 
The anti-fraud professional will use 
the same gathered information to 
identify the probability of 
occurrence. Also, information such 
as the financial condition of the 
organization, value of the assets, 
criticality of the assets to the 
organization, and revenue produced 
by the assets will be needed. 
Determine if the loss will have a 
material effect on the organization's 
financial statement.

5. Fraud prevention: Preventative 
measures are different from 
controls. They're intended to 
prevent fraud before it occurs. 
Control measures are intended to 
not only prevent but also detect and 
deter fraud if it does occur. Both 
preventative and control measures 
are important in reducing the 
opportunity for fraud and 
increasing the important 
"perception of detection" among 
employees. The assessment of 
preventative and control measures 
requires a thorough review of the 
accounting policies and procedures; 
fraud-related policies and 
procedures; interviews with 
management and employees; 
testing of controls compliance; 
observation of control activities; 
review of previous audit reports; 
and review of previous reports on 
fraud incidents, shrinkage, and 

unexplained shortages.

    
     Once the assessment of current fraud 
controls and prevention is completed, 
vulnerability tests should be performed. 
Then anti-fraud professionals can 
develop the appropriate 
recommendations for management to 
counter fraud-related risks.
     There are four standard approaches 
to address risks, which can be 
combined:
1. Avoid the risk by eliminating an 

asset;
2. Transfer the risk by purchasing 

some type of fidelity insurance or 
bond;

3. Mitigate the risk by implementing 
appropriate countermeasures such 
as prevention and financial 
controls; and

4. Assume the risk if it determines 
that the probability of occurrence 
and impact of loss are low.6

Core Knowledge of an Anti-Fraud 
Professional

The risk officer dealing with fraud 
issues should have a good set of core 
competencies, such as auditing and 
accounting knowledge, communication 
skills, computer forensics proficiency, 
and the continued knowledge of 
emerging new ideas in the fraud 
examination discipline.
     Auditing and accounting knowledge: 
Most corporate fraud cases include 
accounting aspects and manipulation or 
falsification of accounting 
documentation. An anti-fraud 
professional should possess excellent 
auditing skills and a thorough 
understanding of accounting systems, 
internal controls, and Generally 
Accepted Accounting Principles 
(GAAP), but also consult with auditors 
and accountants to fill gaps in skills and 
knowledge. It appears, thus, that the 
holders of CPA, CIA or similar 
designations are well placed to carry the 
anti-fraud banner if they develop 
additional skills.  
     Communication skills: The ability to 
deal effectively with people is 
paramount for an anti-fraud 
professional. Obviously, an excellent 
interviewer needs to speak and listen 
well to elicit information. And the fraud 
examiner should be able to translate a 
complex case into simple language for 
the written report. Famed 19th century 
detective, Allen Pinkerton, said that a 
professional should possess the 
qualifications of prudence, secrecy, 

________________

AT-A-GLANCE 
_____________________

Enterprise Risk 
Management

1. Aligning risk appetite and 
strategy

2. Enhancing risk response 
decisions

3. Reducing operational surprises 
and losses

4. Identifying and managing 
multiple and cross-enterprise 
risks

5. Seizing opportunities
6. Improving deployment of capital

Components of 
Enterprise Risk 
Management

1. Internal environment
2. Objective setting
3. Event identification
4. Risk assessment
5. Risk response
6. Control activities
7. Information and communication
8. Monitoring

Role of the Anti-Fraud 
Professional

1. Identification of assets to 
protect

2. Identification of threats to the 
assets

3. Determination of probability of 
occurrence

4. Determination of impact of loss
5. Fraud prevention
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inventiveness, persistency, personal 
courage, and above all, honesty.7

     Computer forensics proficiency: 
Because most accounting systems and 
records are now digitized, computer 
forensic skills are an essential 
component of the anti-fraud 
professional's toolbox. Electronic data 
analysis and data-mining techniques are 
routinely used in most fraud 
examinations. Knowledge of programs 
such as ACL, IDEA, MS Access, or 
EXCEL is now required for an efficient 
review.

Indispensable Profession

Fraud is a social phenomenon and 
constitutes a business risk. This analysis 
has shown that management needs to 
deal with this fraud risk with the help of 
trained anti-fraud professionals and 
auditors who will evaluate an entity's 
existing anti-fraud controls and 
structures and introduce needed 
procedures.
     As countries come to accept the anti-
fraud profession they could, as many do 
with audit professionals, codify 
regulations on many levels, including 
minimum employment requirements. As 
a result, anti-fraud professionals will be 
a body with unique competencies and 
constitute a completely new profession.
     It's evident that the 21st century is 
witnessing the emergence of a new anti-

fraud discipline, with management 
playing a decisive role. It's time to give 
this profession the recognition it 
deserves. 
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Famed 19th century detective Allan 

Pinkerton (standing to the left of 

Abraham Lincoln) said that a 

professional should possess the 

qualifications of prudence, secrecy, 

inventiveness, persistency, personal 

courage, and above all, honesty.
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